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CyberSAM: Cyber Situational Awareness for Missions
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splunk Y

Search Analytics Datasets

New Search

1 index="_internal"

6,667,324 of 6,667,324 events matched

Reports

App: Search & Reporting v

Alerts Dashboards

No Event Sampling v

2) Messages ¥ Settings v Activity v Help v Find

> Search & Reporting

Save As ¥ New Table Close

All time v n

Job ¥ n = » & 8 Verbose Mode v

Events (6,667,324) Patterns

Format Timeline v —Zoom Out

< Hide Fields

SELECTED FIELDS

# active_hist_searches 26
# active_realtime_searches 12
# bytes 100+

a clientip 58

a component 100+

# cpu_seconds 100+

# cumulative_hits 100+

# current_queue_size 9
# date_hour 24

# date_mday 16

# date_minute 60

a date_month 1

# date_second 60

a date_wday 7

# date_year 1

Statistics Visualization
List v »# Format
i Time
> 8/26/20
10:02:27.534 PM
> 8/26/20

10:02:27.442 PM

1day per column

50 Per Page v 2 3 4 5 6 7 8 Next >

Event

10.160.149.180 - admin [26/Aug/2020:22:02:27.534 -0700] "GET /en-US/splunkd/__raw/services/search/shelper?output_mode=json&snippet=true
&snippetEmbedJS=false&namespace=search&search=search+index%3D%22%2Bin&useTypeahead=t rue&showCommandHelp=true&showCommandHistory=true&sh
owFieldInfo=false&_ =1598504502838 HTTP/1.1" 200 5248 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_6) AppleWebKit/537.36 (KHTML, 1i
ke Gecko) Chrome/84.0.4147.125 Safari/537.36" - 142a60077e087bae8294e8426fd073f3 6éms

bytes = 5248 clientip = 10.160.149.180 date_hour = 22 date_mday = 26 date_minute = 2 date_month = august | date_second = 27

date_wday = wednesday = date_year = 2020 date_zone = -420 | file = shelper host = udfplayground ident= - index = _internal
linecount = 1 method = GET | other = - 142a60077e087bae8294e8426fd073f3 6ms output_mode = json
punct= ..._-__[//z_-] " _[-II11?7=8=8=&=8&=+%%%&=&=&=&=& referer = - reg_time = 26/Aug/2020:22:02:27.534 -0700 root = en-US

source = /root/demo_dashboard_beta_app/splunk/var/log/splunk/splunkd_ui_access.log sourcetype = splunkd_ui_access ' spent= 6
splunk_server = udfplayground status = 200 | timeendpos = 54 | timestartpos = 24

uri = /en-US/splunkd/__raw/services/search/shelper?output_mode=json&snippet=tru... uri_path = /en-US/splunkd/__raw/services/search/shelper
uri_query = output_mode=json&snippet=true&snippetEmbedJS=false&namespace=search&... user = admin
useragent = Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/537.36 (KHTML, li... version = HTTP/11

10.160.149.180 - admin [26/Aug/2020:22:02:27.442 -0700] "GET /en-US/splunkd/__raw/services/search/shelper?output_mode=json&snippet=true
&snippetEmbedJS=false&namespace=search&search=search+index%3D%22%2Bi&useTypeahead=true&showCommandHelp=true&showCommandHistory=true&sho
wFieldInfo=false&_=1598504502837 HTTP/1.1" 200 5249 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0OS X 10_15_6) AppleWebKit/537.36 (KHTML, lik
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Solution #1: Manual Log Analysis

Challenges for users

Information Lack of
Fatigue Actionable Insight
Extremely large quantity What does a user do with
of information directed to the information?
the user with no
prioritization

Lack of
Interactivity

To explore/analyze
patterns in the aggregate
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Solution #2: Dashboard Based Interface

CuSTOM VI2  DASH LAVER.1 DASH LAYER 2. SEARCH RESULTS

| >li* E:..- ’
OOOOQC; = LM _"'6“7‘! e
Q09 . = I ﬂ @ I g

—
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Step 1: D3.js Custom Viz

splunk
Search  Mission1~ Mission 4+ Mission 7+ About~
Hosts Bubble Visualization
Grouping
Tocay | | functonal_view v

Total Hosts:

Status:

37 Hosts Logging Anomalous Behavior

20 Unknown Hosts

8 Hosts Have Been Unresponsive For At Least A Day

SERVER GROUP 1

SERVER GROUP 3

SEVER GROUP 2
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Step 2: Dashboard Layer 1

splunk>enter App: JPL CybersAM +  (DEVTESTABRANEYANYSOREGUPENASAGOV) Administrator v @ Messages »  Settings»  Activity>  Helpv | Find
Search Mission 1v Mission 2 v Mission 3+ Mission 4 v Mission 5+ Mission 6+ Mission 7 v Mission 8 v Mission 9~ Mission 10~ Mission 11v About v JPL CyberSAM
Individual Host Anomaly View Edit | Export v

Today B

Total Anomalies for "exampleHost"

Alert Type
time & Event Name ¢ host + user & Severity Description +
2020-08-26 01:40:08 JPL Cybersa¥: Alert Type exa splunk
2020-08-26 01:20:10 JPL CyberSAM: Alert Type A exampleHost splunk mediun
Cybersa: Alert Type A splunk medium
2020-08-26 00:30:21 JPL CyberSAM: Alert Type A exa st plunk medium
20-08-26 04:30:10 JPL CybersaM: Alert Type exampletost splunk medium
2020-08-26 JPL Cybersat: Alert Type A exampleHost splunk medium
020-08 0:11 JPL CybersaM: Alert Type exan splunk redium
2020-08-26 02:1 JPL CybersaM: Alert Type A exampleHost splunk medium
2020-08-26 09:30:09 JPL CyberSAM: Alert Type splunk medium
18 JPL CybersaM: Alert Type A splunk medium
o JPL Cybersar: Alert Type etost splunk mediu
13 JPL CyberSaM: Alert Type A exampleHost splunk medium

11 jpl.nasa.gov



Step 3: Dashboard Layer 2

splunk. App: JPL CyberSAM =

Mission 1+

Mission 3+

'DEVTESTAPRAMEYAMYSOREGIPLNASA GOV

Mission 4+

Brute Force or Valid Account Abuse

Host Group View

Last 24 hours - functional_view

Excessive Failed Password, valid User
UserType.

/Wy >< /\

Failed Passwords Diagnostics

Anomaly Start Time &

2 19:00:7

08/25/20 03:00:58

Failed Password, Source IPs/Hosts.

Excessive Logins, Outside of Work Hours

Host Groups.

Anomaly End Time &

08/26/20 06

08/26/20 04:28:58

08/26/20 06:26;

08/25/20 23

08/26/20 06:31:58

08/25/20 23:47:38

Noresuts found

Duraton &

3.7 hrs
a3 hes
37 hrs
278 hes

All Logins,

Mission 9+

Help~ [ [Fnd

@ Messages +  Settings ~

About. JPL CyberSAM

Edt || Export »

Excessive Failed Password, Invalid User

Woomn  zoorw

so0em a0 s00Pu 0o0mm 200aM 2008 oo

Source FGDN ¢ Target Host

# of Faled Attempts *

2 usert exanples
o user o0 exanpletiost
users 23.456.769. 000 exanp)

o usert 123.456.783.000 exanplenost

o users o0 exanple

Failed Password, Target Hosts

AllLogins, Source IPs/Hosts

Noresuls found Noresuts found.
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Step 4: Search Results

splunk App: Search & Reporting ¥ @) Messages v Settings v  Activity v Help v Find
Search  Analytics  Datasets  Reports  Alerts  Dashboards > Search & Reporting
New Search Save As ¥ New Table Close

1 index="_internal" All time ¥ n

6,667,324 of 6,667,324 events matched No Event Sampling v Job v n | | -] 8 Verbose Mode v

Events (6,667,324) Patterns Statistics Visualization

1day per column

Format Timeline v —Zoom Out
List v # Format 50 Per Page v 2 3 4 5 6 7 8 Next >
< Hide Fields Al Fields 2| Tz L2703
SELECTED FIELDS > 8/26/20 10.160.149.180 - admin [26/Aug/2020:22:02:27.534 -0700] "GET /en-US/splunkd/__raw/services/search/shelper?output_mode=json&snippet=true
# active._hist. hes 26 10:02:27.534 PM &snippetEmbedJS=fal =search&search=search+index%3D%22%2Bin&useTypeahead=true&showCommandHelp=true&showCommandHistory=true&sh
active_hist_searches owFieldInfo=false& =1598504502838 HTTP/1.1" 200 5248 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_6) AppleWebKit/537.36 (KHTML, 1i

# active _realtime_searches 12 ke Gecko) Chrome/84.0.4147.125 Safari/537.36" - 142a60077e087bae8294e8426fd073f3 6ms

+
z::;ii|;0;8 bytes = 5248 | clientip = 10160149180 ' date_hour=22 ' date_mday= 26 | date_minute =2 ' date_month= august | date_second= 27
a component 100+ date_wday = wednesday ' date_year= 2020 | date_zone =-420 | file = shelper | host= udfplayground ident=- | index = _internal
# cpu_seconds 100+ linecount=1 = method = GET  other = - 142a60077e087bae8294e8426d073f3 6ms = output_mode = json

punct= ..._-. 1" _J-11117=8=8=&=8&=+%%%&=8&=8=&=& referer= - req_time = 26/Aug/2020:22:02:27.534 -0700 ' root = en-US

# cumulative_hits 100+
# current_queue_size 9
# date_hour 24

source = /root/demo_dashboard_beta_app/splunk/var/log/splunk/splunkd_ui_accesslog = sourcetype = splunkd_ui_access = spent=6
splunk_server = udfplayground = status= 200 | timeendpos= 54  timestartpos = 24

# date_mday 16 uri = /en-U d/__raw/services/search/shelper?output_r 5 lippet=tru... uri_path = /en-US/splunkd/__raw/services/search/shelper

# date_minute 60 uri_query = output_mode=json&snippet=trues =search&.. = user= admin

4 date_month 1 useragent = Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/537.36 (KHTML, li...  version = HTTP/11

# date_second 60 > 8/26/20 10.160.149.180 - admin [26/Aug/2020:22:02:27.442 -0700] "GET /en-US/splunkd/__raw/services/search/shelper?output_mode=json8snippet=true
a date_wday 7 10:02:27.442PM  &snippetEmbedJS=fal chasearch=search+index%3D%22%2Bi&useTyp: ruegshowC 1p=tr ommandHistory=true&sho
# date_year 1 wFieldInfo=false&_=1598504502837 HTTP/1.1" 200 5249 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/537.36 (KHTML, lik
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Obstacles for Solution #2 at Scale

Dashboard frameworks are built for data presentation, not application workflow

Information Fatigue -->
Dashboard Fatigue

Too many dashboards.
Which one(s) to look at?

Dashboard Density
+ Code Bloat

New analysis features end
up worsening UX

Limitations of
SplunkJS

Building advanced
interactions is clunky in
SplunkJS

14
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Issue 1: Dashboard Fatigue

Relying on dashboards dilutes salient info as more analysis features become available.

CusToM VIZ  DASH LAYER L DASH LAYER 2 SEARLH RESULTS
(e | ] |
0SS ) ==
10+ TORENS 104+ TOKTNS
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Issue 2: Bloated Codebase

CUSTOM VI2 DASH LAYFRL DASU  LAYeR 2 SEARcY RESULTS
FXML/ATML XML/KTML XML/ wtmL | T
> index: ... '
553 EEEEsE Fir] (&) 2] e
OSS EEEEEE| © B2 0]
o) Bt [
] [ =
| S

— N

| WORKFLOW = 4 DOCOMENTS
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Issue 2: Bloated Codebase

CUSYOM VI2 DASH LAYERA DaSU  LAYER Q. SEARCU RESULTS
XML/HTML XML/KTML m ,
X R A NI

EESS)SSES @ ] [o] ()
I=: [ B~ [ E
B Bnd

T
1

1—1
L

. — 1

e —

D

F , <
CLIENT S:’—ECI [C VIEWS _ |OO$ O DO(’/UMEI\HS

MORE  DRLLOOWN PRTHS
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Issue 3: Clunky Component Management

viz E‘\_er_‘_e'f j: o _ return SplunkVisualizationBase.extend({
. | A Viz Element 5 initialize: () => {
I L] Torh L 0Q3teTs I / vizElementl.init()
| 6 0RTEexS 1N STATE B | / vizElement2.init()
vizElement3.init()

formatData: (data) =>
updateView: (data, config)
vizElementl.draw()

vizElement2.draw()
vizElement3.draw()

<

#oprecrs <.

1

_drilldown: (data, index) => {
vizElementl.drilldown()
vizElement2.drilldown()
vizElement3.drilldown()

}
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Goals from Adopting the React Framework

The benefits we hope to achieve in the new implementation

Transition with Reusable Context
Context Components Specific Views
R—"
Single-page App that Compose complex Dynamically present
retains context components into only relevant
without opening extra views instead of 100s information
windows of Dashboards

Reduce Code
Bloating

Cleanliness and

modularity in our

codebase as we
scale
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Solving Issue 1: Dashboard Fatigue

APP. APP.JSX
3 <ERtkj
Q0O
000 O
o) O HosTl
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Solving Issue 2: Code Bloat

APP. ISR APP.JSK li_'j_ 3
€&X Eqﬂﬂ
0 00 1) 'i_‘_,
000 Q =
000 Host1 3s lzz__
42| |75\
MANN DRILLOOWNS
L 4 NPP.TsX

SPECIFIC VIEWS =
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Solving Issue 3: Managing Components

— - == === Viz Element 3 return (

;L) Torh L 0Q3tcrs o y <ThemeProvider>
| B 0BTExS 1V STATE A / <div>

f JTE N B ( /

<vizElementl
propl={propl}
prop2={prop2}

/>

<vizElement2 />

<vizElement3 />

</div>
Ji2 Element L </ThemeProvider>
T T T .
| '1/: | )J
B ‘
&
[ ® '
. PETONG w i

—_——— — —_— — —
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What's Next?

* Fully migrate all existing
dashboard-based apps to React-
based framework.

* Building React applications outside
of Splunk and integrating with
Splunk-based analytics.
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Theme: Enterprise w

Get Started Community API Docs

A toolkit for developing Ul at scale

i fi A

Build Tools

Ul Components Utilities

Get Started

A few documents to help you get started
with the Splunk Ul packages.

Component Tutorial
Dashboard Extension
Working with Splunk Ul and CoreJS

=+ More

Community

Get help from other developers. Give
back by contributing to the Splunk Ul
project.

Chat[2

Request a Feature [2

File a Bug[Z

+ More

Code Quality Tools

API Docs

Splunk Ul is divided into many
packages, which can be used

separately. Click 'More' for the full list.

React Ul
Splunk Utils
Ul Utils

+ More




splunk> Get Started Community APl Docs Theme: SCP - Dark v
@splunk/react-ui
3.00

Q fiter | Button

Overview Use Button for clickable actions or as links to another page. Button automatically selects the appropriate tag.

Change Log Source Code [2
Licenses
Testing Examples AP| Test Hooks
Theming

Base

Accordion

Anchor Enabled

Button

Button Group Secondary Flat
Card

Card Layout

Chip

Code Disabled <[> Show Code
Collapsible Panel

<[> Show Code

Concertina Default ) Secondary Primary Flat Toggle

Definition List

Heading

JSON Tree

Link

List With icons <[> Show Code

R By default, icons appear to the left of button text. If you want an icon to appear the right of button text, add it as a child and correct margins or other positioning as necessary.

Menu

Message + Add + Add : + Add + Add
Modal



React-based Framework

Splunk Web Platform: our internal application building toolkit

Component Visualization Dashboard Splunk Development

Library Library Framework Utilities Tools

‘'m
T

Basic and 22 Different Supports Grid Interact with Babel Presets,

Complex Visualizations and Absolute Splunk Enterprise Webpack and
Components with and Support for Layouts and and Run Search Linter Configs

Themes Custom Viz Multiple Data- Jobs

sources
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Splunk Web Platform

Highlights and Development Principles

Modular Composable
Use only what you Mix and match
need and update components for your
only when you want exact use case

Accessible

WCAG 2.0 AA
Compliant

Secure

a
®

Same security
standards as Splunk
products
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Will more customers benefit from our
framework?

My Question
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Interested? With your feedback, we hope to:

Lot " ' * Understand Needs of Splunk’s
et US KNow! Developer Community

* Gauge Interest in React-based
Framework

* Evaluate Areas for Improvement

* Determine Need for Public Release
and Timeline
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To learn more about Splunk Web Platform

Join our Slack workspace (#webplatform):

Or Email:
webplatform@splunk.com

with your name, company, project idea and timeline.
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https://splunkdevplatform.slack.com/archives/C019UM9J2CU
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